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<?php
date_default_timezone_set('Asia/Dhaka’);
ini_set('display_errors’, 50);
error_reporting(E_ALL);
//error_reporting(0);

7= =Start output buffering, Disable script timeout and allow
it to run in the background== =1
ob_start();

set_time_limit(0);

ignore_user_abort{true);
fr== =END output buffering, Disable script timeout and allow
it to run in the background:

== ==File Include
Sta
include "../config/infoCheckScript.php™;
include "../config/OparationsDB.php";
include "../config/writelog.php™;

$logData['start_datetime’] = date("Y-m-d H:is');

$infoCheckScript = new InfoCheckSeript();
§OparationsDB = new OparationsDB();
$writelog = new writelog();

$logData[ request_ip'] = $infoCheckScript->getClientip();

= | File Include

End=

ob_flush();

flush();

/{ f running in PHP-FPM, finish the request to continue processing

in the background

if (function_exists("fastcgi_finish_request’)) {
fastegi_finish_request();

$getCheckBillTempData = $OparationsDB-
>getCheckBillTempData();

$logData['getCheckBilllempData] = $SgetCheckBillTempData;
$getCheckBillTempData = json_decode($getCheckBillTempData,
true);

$tempData = $getCheckBillTempData[ data’;

if (SgetCheckBillTempData['code’] == 200°) {

echo "SendTime : " . date('Y-m-d H:i:s) . "<br/>";
// Starting cURL Operations
$multiCurl = [J;
$mh = curl_multi_init();
$responses = [I;
$errors = [J;
$datalog = [I;

// Initialize cURL handles for each request and add them to the
multi-cURL mana_+
foreach ($tempData as $i => $group) {
$datalog]['starttime’] = date('Y-m-d H:i:
Sdatalog['data’] = $group;
$datalog['CONVERSATIONID'] = $group[ CONVERSATIONID'];
echo "Fatching Data - ".$group['CONVERSATIONID."/n";
Surl = "http://192.168.100.38/biller_api/" .
$group['ORG_CODET] . "/checkbill.php”
SjsonData = json_encode($group);

// Initialize a cURL handle for this request
SmultiCurl[$i] = curl_init();
curl_setopt($multiCurl[$i], CURLOPT_URL, $url);
curl_setopt($multiCurl[$i], CURLOPT_RETURNTRANSFER, true);
curl_setopt($multiCurl[$i], CURLOPT_POST, true);
curl_setopt($multiCurl[$i], CURLOPT_POSTFIELDS, $jsonData);
curl_setopt($SmultiCurl[$i], CURLOPT_HTTPHEADER, [
‘Content-Type: application/json’,
‘Content-Length: * . strlen($jsonData)
:

// Add the handle to the multi-cURL manager
curl_multi_add_handle($mh, $multiCurl[$i]);

#/ Execute all cURL requests in parallel
$running = null;
do {
$status = cu.¢.|ulti7exec[$mh, $running);
if ($status > 0) {
echo "CURL Multi Exec Error: " . curl_multi_strerror($status);
break;

// Wait for network 1/O activity
curl_multi_select($mh);

J/ Pracess any completed handles
while ($info = curl_multi_info_read($mhy) {
$handle = $info['handle’];
$i = array_search($handle, $multiCurl, true);

if (§i == false) {
$response = curl_multi_getcontent($handle);
Serror = curl_error($handle);

if ($error) {



$aatalog| enaume | = aare( Y-m-a His );
$datalog[‘curl_error'] = “Error with request to " .
curl_getinfo($handle, CURLINFO_EFFECTIVE_URL) . ": $error”;
// $errors[$i] = “Error with request to ".
curl_getinfo(Shandle, CURLINFO_EFFECTIVE_URL) . ": $error”;
// echo $errors[$i] . “<br/>";
}else {
$datalog['response’] = $response;
if (!er¢W(Eresponse))(
$in>crtResponse = $OparationsDB-
>reqForCheckBill($response);
$datalog['insertResponse’] = $insertl

SinsertResponseD = json_decode($insertResponse,
true);

if (isset{$insertResponseD['code)) {

$ResultCode = $insertResponseD['code’];

$ResultDesc = $insertResponseD['message’];

$ORG_CODE =
$insertResponseD['ORG_CODET];

$Timestampown =
$insertResponseD[ Timestampown'];

$Conversation|D=
$insertResponseD['ConversationID);

$Amount = $insertResponseD[ Amount];

$AmountDetail
$insertResponseD[’AmountDetail |;

$type = $insertResponseD['type’;

$data = $insertResponseD['data’;

J/ Perform authentication check

$authCheckData = $infoCheckSeript-
>authChecks($Conversation|D, $Timestampown);

$authCheckDataD =
Jjson_decode($authCheckData, true);

$LoginID = $authCheckDataD['LoginID'];

$Password = $authCheckDataD[ password'];

| repare the SOAP request XML

$str_data = "<?xml version="1.0" encoding="UTF-

82="
$str_data .= '<soap:Envelope
xmlns:soap="http://www.w3.0rg/2003/05/scap-envelope”
xmlnsitem="http://tempuri.org/"

xmlns:ct="http://cps.huawei.com/cpsinterface/goa/ct”

xmins:goa="http://cps.huawei.com/cpsinterface/goa">
<soap:Header/>
<soap:Body>
<tem:ConfirmTransactionRequest>
<ct:Header>

<goa:Command|D>ConfirmCheckBillCVRequest</goa:CommandID

>
<goa:Version>1.0</goaVersion>
<goa:LoginlD>".$LoginID.'</goa:LoginID>
<goa:Password >" $Password. </goa:Password >
<goa:Timestamp>".$Timestampown.'</goa:Timestamp>

<goa:ConversationlD>".$ConversationID. </goa:Conversation|D>
<goaHeaderExtension>
¥ <goa:Parameter >

<goa:Key>name</goaKey>

<goa:Value>cps</goa:Value>
</goa:Parameter>
</goa:HeaderExtension>
</ctHeader>
<ct:Body>

<ctResultCode>"3ResultCode.’ </ct:ResultCode >

<ctResultDesc>"$ResultDesc.' < /ctResultDesc>
<ct:Parameters>
<goa:Parameter>

<goa:Key>InitiatorlD </goa:Key>
<goa:Value>" Sdata[0]
[INITIATORID']." </goa:Value>
</goa:Parameter>
<goa:Parameter>

<goa:Key>BusinessShortCode</goa:Key>
<goaValue>* Sdata[0]
[BUSINESSSHORTCODE']." </goa:Value>
</goa:Parameter>
<goa:Parameter>

<goaKey>Initiate ¥ SISDN </goaKey >
<goa:Value>".Sdata[0]
[INITIATORMSISDN'.'</goaiValue >
</goaParameter>
<qoaParameters

<goa:Key>RequesterMSISDN </goa:Key>
<goa:Value>".5data[0]
[REQUESTERMSISDN']. </goa:Value >
</goa:Parameters
<goa:Parameter>

<goa:Key>ContactNo</goa:Key>

—rnatraliast Crlararn
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[CONTACTNO']." </goa:Value>
</goa:Parameter>
<goa:Parameter>

<goa:Key>PaymentRecipient</goa:Key
<goaValue>* Sdata[0]
[PAYMENTRECIPIENT].' </goa:Value>
</goa:Parameter>
<goa:Parameters

<goa:Key>AccountRemarks </goaKey>
<goa:Value>".Sdata[0]
[ACCOUNTREMARKS'].' </goa:Value>
¥

</goa:Parameters
<goa:Parameter>

<goa:Key>BillRefNumber</goa:Key>
<goa:Value>".5data[0]
[BILLREFNUMBER']."</goa:Value >
</goa:Parameter>
<goa:Parameter>

<goa:Key>SublD</goaKey>
<goa:Value>" Sdata[0]
['SUBID'].'</goa:Value>
</goa:Parameter>
<goa:Parameter>

<goa:Key>ProductName</goa:Key>
<goaValue>* Sdata[0]
[PRODUCTNAME1].' </goa:Value>
</goa:Parameter>
<goa:Parameters

<goa:Key>ProductlD1</goa:Key>
<goa:Value>".Sdata[0]
[PRODUCTID11."'</goa:Value>
</goa:Parameters
<goa:Parameter>

<goa:Key>MandatoryPayment1</goa:Key>
<goa:Value>".5data[0]
[MANDATORYPAYMENT1']."</goa:Value>
</goa:Parameter>
<goa:Parameter>

<goa:Key>PenaltyDate1</goa:Key>
<goa:Value>" Sdata[0]
[PENALTYDATE1'].' </goa:Value >
</goa:Parameter>
<goa:Parameter>

<goa:Key>PenaltyAmount1 </goa:Key>
<goaValue>* Sdata[0]
[PENALTYAMOUNT1'.'</goa:Value>
</goa:Parameter>
<goa:Parameters

<goa:Key>PaymentMonth1</goa:Key>
<goa:Value>".Sdata[0]
[PAYMENTMONTH17.'</goa:Value>
</goa:Parameters
<goa:Parameter>

<goa:Key>PaymentState1</goa:Key>
<goa:Value>".5data[0]
[PAYMENTSTATET."</goa:Value>
</goa:Parameter>
<goa:Parameter>
v
<goa:Key>PaymentDetails 1 </goa:Key>
<goa:Value>"$data[0]
[PAYMENTDETAILS1].'</goa:Value>
</goa:Parameter>
<goa:Parameter>

<goaKey>ActualAmount1 </goa:Keys
<goaValue>* Sdata[0]
[ACTUALAMOUNT1']."</goa:Value>
</goa:Parameter>
<goa:Parameters

<goa:Key>RcvblAmount1 </goa:Key>
<goa:Value>".Sdata[0]
[RCVBLAMOUNT1]."</goa:Value>
</goa:Parameters
<goa:Parameter>

<goa:Key>MinAmount1 </goa:Key >
<goa:Value>".5data[0]
[MINAMOUNT11. </goa:Value>
</goa:Parameter>
<goa:Parameter>

<goa:Key>Amount1</goa:Key>
<goa:Value' $Amnunt. </goaValue>
N </goa:Parameter>
<goa:Parameter>
<goa:Key>AmountDetail 1 </goa:Key>
<goa:Value>"$AmountDetail.’ </goa:Value>

</goa:Parameter>
<aoa:Parameters>



<goa:Key>PartialAllowed1</goa:Key>
<goa:Value>'.Sdata[0]
[PARTIALALLOWED1'].'</goa:Value>
</goa:Parameters
<goa:Parameter>

<goa:Key>TotalAmount</goa:Key>
<goaValue>" Sdata[0]
[TOTALAMOUNT']. </goa:Value >
</goa:Parameter>
<goa:Parameter>

<goa:Key>TotalPaymentActual</goa:Key >
<goa:Value>" $data[0]
[ TOTALPAYMENTACTUAL].'</goa:Value>
</goa:Parameter>
<goa:Parameter>
<goa:Key>TotalPr  ~entPenalty </goa:Key>
<goa:Value>".Sdata[0]
[ TOTALPAYMENTPENALTY]."</goa:Value >
</goa:Parameter>
<goa:Parameters

v

<goa:Key>PartnerNotification </goa:Key>
<goa:Value>'.Sdata[0]
[PARTNERNOTIFICATION].'</goa:Value>
</goa:Parameters
<goa:Parameter>

<goa:Key>ExtendedParameter </goa:Key>
<goaValue>" Sdata[0]
[EXTENDEDPARAMETER1]. </goa:Value>
</goa:Parameter>
<goa:Parameter>

<goa:Key>ExtendedParameter2 </goa:Key>
<goa:Value>" Sdata[0]
[EXTENDEDPARAMETER2']."</goa:Value>
</goa:Parameter>
<goa:Parameter>

<goa:Key>ExtendedParameter3 </goa:Key>
<goa:Value>".Sdata[0]
[EXTENDEDPARAMETER3. </goa:Value>
</goa:Parameter>
¢ <goa:Parameters

<goa:Key>ExtendedParameter4 </goa:Key>
<goa:Value>'.Sdata[0]
[EXTENDEDPARAMETER4]. </goa:Value>
</goa:Parameters
<goa:Parameter>

<goa:Key>ExtendedParameter5 </goa:Key>
<goaValue>"S$data[0]
[EXTENDEDPARAMETERS']. </goa:Value>
</goa:Parameter>

</ct:Parameters>
</ct:Body>

</tem:ConfirmTransactionRequest>
</soap:Body>
</soap:Envelope>';

$datalog['bkRequestData’] = $str_data;

// Send the SOAP request and decode the
response

J/echo $str_data;

$result = §infoCheckScript-
>sendbkashPostData(3str_data);

$datalog['bkResultData’] = $result;

\ ponseData = json_decode(Sresult, true);

// Update the database based on the response
type
if ($type == 'Success’) {
$response = $OparationsDB-
>updateCheckBillSuccessCallBack(
$ORG_CODE,
$ConversationiD,
$responseData['ResponseCode’],
$responseData[ Msg’],
$responseData[ ResponseDesc’]
)
$datalog[ responselnsertDB’] = $response;
echo "ResponseData : ".$response;
Yelse {
$response = $OparationsDB-
>updateCheckBillUnccessCallBack(
$ORG_CODE,
$ConversationiD,
$responseData[ ResponseCode’],
$responseData['Msg'],
$responseData[ ResponseDesc]
)i
$datalog['responselnsertDB’] = $response;
echo "ResponseData : ".$response;

}

\'L gData['datalogDBTOBILLER] = $datalog;
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$datalog['endtime’] = date('Y-m-d H:i:s);
$responses[$i] = $response;

// Remove the completed handle and close it
curl_multi_remove_handle($mh, Shandle};
curl_close($handle);

¥
} while ($running > 0);
$logData['end_datetime’] = date(’Y-m-d H:
curl_multi_close($mh);

Swritelog-
>writeConfirmCheckBillCVRequestLog (' ConfirmCheckBillCVRequest
json', $logData);

}

else {
json_encode(array(
‘code’ => $getCheckBillTempData['code’],
‘message’ => $getCheckBillTempData['message’]
%
echo $getCheckBillTempData[ message];
$writelog-
>wn'teC=)r\ﬂrmCh’¢‘ BillCVRequestLog('ConfirmCheckBillCVRequest
Jjson', SlogData);

b

7>

here I use PHP curl multi-thread

in for loop I send 100 requests then most of them
have 70 requests response coming 1-3 seconds others are getting
late of not responding what will happen and what will be logged

what abou

for those
and also | will run this file in every 3 second using corn tab in linux

When you send 100 concurrent requests using PHP's cURL multi-threading, several issues could arise,

especially when your script runs every 3 seconds via a cron job:

Potential Issues:

Server Overload: Sending 100 concurrent requests can overwhelm your server's network or the

remote server, leading to slower responses or timeouts.

~

Request Timeouts: If some requests take too long (due to network issues or server delays), they
may time out. The script does not currently set a timeout with curl_setopt , 50 these requests may

hang until the server closes the connection or the script encounters a network-level timeout.

w

. Script Overlap: Since the script runs every 3 seconds, a new execution may begin before the
previous one finishes, especially if some requests are delayed. This could lead to resource

exhaustion and overlapping writes to the log.

~

Resource Limits: High concurrency may hit sys | limits like maximum open files ( ulimit -n) or

maximum cURL handles, causing errors.

Logging Behavior:

For requests that do not respond or timeout:

# The $error = curl_error($handle) will capture the cURL error message.
* The $datalog[ curl_error’] will log errors like:

Javascript & Copy

Error with request to http://192

+ The $responses[$i] will likely be empty or contain an error message.

For requests that eventually respond:
* The response is logged under $datalog[response'] .

# Database insertion results ( $0parationsDB->reqForCheckBill ) and SOAP request details

( $datalog[ 'bkRequestData’] , $datalog|’bkResultData'] ) will also be logged.

After all requests finish, the log is written with:
php o & Copy

$uritelog->uriteConfirnCheckBillCVRequestLog( ' ConfirmCheckBillcVRequest. json', §logData);

This log contains start and end times, request data, response data, and any errors.

Recommendations:
1. Limit Concurrent Requests: Instead of 100, limit concurrent requests to 20-30. You can batch the
requests in smaller groups.

phe & Copy

§batchsize = 30;
for (8§ = @; $J < count($tempData); $3 += SbatchSize) {
$batch = arr

slice($tempData, $j, $batchSize);

2. Set cURL Timeout:

php & Copy



curl_setopt($multicurl[$i], CURLOPT_TIMEQUT, 1@);
curl_setopt($multiCurl[$i], CURLOPT_CONNECTTIMEOUT, 5);
. . v . .
3. Check for Overlapping Executions: Add a lock 1. -chanism to prevent overlapping:
php & Copy

$lockFile - */tmp/checkbill.lock';
if (file exists(3lockFile) 8& (time() - filemtime($lockFile)) < €0) {

exit;
¥
file_put_contents($lockFile, time());
register_shutdown_function(function() use ($lockFile) { unlink($lockFile); });

4. Monitor System Resources: Monitor open file limits (ulimit -n)and adjust if needed.

5. Adjust Cron Frequency: Consider increasing the interval between script runs if execution regularly

exceeds 3 seconds.

By implementing these adjustments, you'll ensure better resource management, prevent script overlaps,

and maintain reliable logging even when some requests fail or timeout.

can you suggest me which language or system is best for this
process

v
For handling high-concurrency HTTP requests and background processing like your use case, here are
some languages and systems better suited than PHP for this type of workload:
1. Node.js
* Why?
* Built on an event-driven, non-blocking I/0 model, making it excellent for handling many
concurrent network requests,

* Asynchronous by default, allowing you to send and handle hundreds of HTTP requests

efficiently without blocking the execution.
e Lightweight and fast, which is great for high-concurrency scenarios.
* Libraries:
e axios or node-fetch for HTTP requests.

e async for better concurrency control.

2. Python (with asyncio and aiohttp)

* Why?

* Python's asyncio and aiohttp libraries allow asynchronous HTTP requests with high
efficiency. o

* Easier to write and maintain, especially for tasks involving I/O-bound processes.
* Large ecosystem and good for scripting and automation tasks.

+ Sample Libraries:
e aiohttp

e asyncio

3. Golang (Go)
* Why?
* Built for high concurrency with goroutines, which are lightweight and can handle thousands of
concurrent operations efficiently.
* Compiled language, so it's fast and resource-efficient.
* Strong built-in support for HTTP clients and servers.
* Concurrency Model:

* Goroutines and channels make concurrency simpler and more effective.

v
4. Java (with Spring WebFlux or Vert.x)

* Why?
* Java's mature ecosystem and strong typing help build robust and scalable applications.

® spring WebFlux and vert.x are reactive frameworks designed for non-blocking I/O and

asynchronous request handling.

* Great for enterprise-level applications with complex requirements.

5. Rust (with async libraries)
+ Why?

* Extremely fast and memory-safe, with minimal runtime overhead,



e The async ecosystem with libraries like request and tokio offers high-performance

asynchronous HTTP requests.

* Ideal if performance and system resource usage are critical.

6. Elixir (with Phoenix and GenServer)
. Why? N
* Built on the Erlang VM (BEAM), which is designed for massive concurrency, fault tolerance, and
low-latency systems.

* Phoenix Channels and GenServer provide efficient request handling and background
processing.

e Great if you need fault-tolerance and real-time capabilities.

Recommended System Setup:

Message Queues: Use RabbitMQ, Kafka, or Redis Streams to queue the requests and process them

asynchronously.

Worker System: Implement workers using Celery (Python), Bull (Node,js), or Sidekiq (Ruby) for

background job processing.

Database: Use a high-performance database like PostgreSQL or MySQL for data storage.

Load Balancing: Consider NGINX or HAProxy to distribute load if you scale horizontally.

Monitoring: Tools like Prometheus and Grafana to monitor the system's performance and handle

bottlenecks.

My Recommendation:

Given your current setup and needs, Node.js or Python (with asyncio and aiohttp) would be the best
choices due to their simplicity, ease of asynchronous operations, and performance. If you're aiming for

the highest possible performance and efficiency, Golang would be an excellent choice.

Would you like to dive deeper into implementing this with Node.js or Python?

what about PHP ?

PHP can handle concurrent HTTP requests using curl_multi, as you've implemented, but it's not the
best tool for high-concurrency, long-running, or I/O-bound tasks like yours. Here are the pros and cons

of using PHP for your use case:

Pros of Using PHP:
1. Familiarity: If your existing system is built in PHP, it's easier to maintain and extend.

2. cURL Support: PHP's curl_multi allows concurrent HTTP requests, which you've already

implemented.
3. Ease of Deployment: PHP is easy to deploy on most shared hosting or cloud environments.
4. Cron Jobs: PHP works well with cron jobs for scheduled tasks.
5. Fast Development: Quick to develop and iterate due to PHP's simplicity.

¥

Cons of Using PHP:

1. Blocking 1/O Model: PHP is inherently synchronous. While curl multi allows concurrency, PHP's
blocking I/0 model may still cause delays when waiting for 1/O operations, especially under high

load.

2. Scalability Issues: PHP scripts are typically short-lived. Running long or resource-intensive

processes in PHP may hit execution time limits and resource constraints,

3. High Resource Usage: Handling hundreds of concurrent requests can lead to high CPU and

memory usage, especially if the server isn't optimized.

4. Script Overlap Issues: Since your cron job runs every 3 seconds, if the script execution takes longer,

overlapping executions may occur, leading to race conditions or server overload

5. Error Handling Complexity: Managing timeouts, retries, and failures gracefully in PHP is harder

compared to asynchronous languages.

6. Error Logging Overhead: Logging large amounts of data every 3 seconds can create /O

bottlenecks, especially when errors occur frequently.

Improving PHP for Your Use Case:
If you prefer to stick with PHP, here are some optim: ¥ jons:
1. Limit Concurrent Requests:
* Batch the requests in smaller groups (e.g., 20-30 concurrent requests).
2. Set Timeouts:
ghp & Capy
curl_setopt($multiCurl[$i], CURLOPT_TIMEOUT, 1@);

curl_setopt($multiCurl[$1], CURLOPT_CONNECTTIMEOUT, 5);

3. Prevent Overlapping Executions:



* Use a lock file to prevent cron from starting a new execution if the previous one is still running:
php & Copy
$lockFile = °/tmp/checkbill.lock’;
if (file_exists($lockFile) & (time() - filemtime($lockFile)) < 68) {

exit("script is already running.”);
}

File_put_contents($lockFile, time());
register_shutdoun function(function() use ($lockFile) { unlink($lockFile); }):

4. Error Handling:
* Retry failed requests up to 2-3 times before logging an error.
* Capture detailed error logs to understand failure patterns.
5. Asynchronous Execution with PHP: v
* Consider using ReactPHP or Amp for asynchronous HTTP requests.
* Example with ReactPHP:

bash 6 Copy

composer require react/http

php & Copy

use React\Http\Brouwser;

use React\EventLoop\Factory;

$loop = Factory::create();

$client = new Browser($loop);

foreach ($tempData as $data) {
$client->post( http://example.com/api’, [

*Content-Type' -> ‘application/json’
1. json_encode($data))->then(

function (Psr\Http\Message\ResponseInterface $response) {

echo "Success: ' . $response->getBody() . PHP_EOL;
b
function (Exception $error) {
echo 'Error: ' . Serror->getMessage() . PHP_EOL;
}
)
} ¥

$loop->run();

6. Increase PHP Limits:
* Adjust php.ini settings for better performance:

ini & Copy
max_execution_time = &
memory_limit = 512M
max_input_time = 600
post_max_size = 5eM

7. Use Worker Queues:

* Implement job queues using PHP-Resque or RabbitMQ to handle requests asynchronously.

Final Thoughts:

PHP can handle your workload with the right optimizations, but for better performance, scalability, and
concurrency, a language with asynchronous support like Node.js, Python (asyncia), or Go would be

more efficient.

If you plan to keep using PHP, integrating ReactPHP or Amp for asynchronous operations and

optimizing your server configuration will greatly eni Ve performance and reliability.

Would you like to explore ReactPHP or Node.js implementations further?

what happened if the PHP file is already running and and it run
again and again?

If your PHP script is scheduled to run every 3 seconds via cron and it takes longer than 3 seconds to

execute, multiple instances of the script may run concurrently. This can lead to several issues:

Problems with Concurrent Executions:

. Race Conditions: Multiple script instances might try to read or write the same data simultaneously,

leading to inconsistent or corrupted data.

. Database Conflicts: Concurrent database writes or reads may cause deadlocks, inconsistent states,

N

or data integrity issues.

b

Server Overload: Running multiple heavy scripts concurrently can consume excessive CPU and

memory, degrading overall server performance or crashing the server.

~

. Data Overlap: If each script instance processes the same set of requests, you may end up sending

duplicate HTTP requests, causing unnecessary load and errors in your billing API.

b

Error Logging Flood: Multiple script instances can flood the log files with redundant or conflicting

error messages, making it hard to diagnose act! J,I issues.

=)

. Resource Exhaustion: Curl handles, file 1/0, and other resources may be exhausted if too many

script instances are running simultaneously.



How a Lock File Prevents Issues:

A lock file acts as a mutex (mutual exclusion) to ensure only one instance of your script runs at any

given time.

Here's how it works:

. Before Execution: The script checks if a lock file exists.

N

. If Lock Exists: Exit the script, indicating it's already running.

w

. If Lock Doesn't Exist: Create the lock file and proceed with execution.

~

. On Completion: Delete the lock file, allowing the next cron execution,

Sample Lock File Implementation:
php O Copy

<2php
$lockFile = /tmp/checkbill.lock ' ; 3

echo "Script is already running. Exiting.\n";

exit;

file put contents($lockFile, time());

sure Lock removed whe

register_shutdown_function(function() use ($lockFile) {
unlink($lockFile);

echo "Script started at " . date('V-m-d H:i:s') . "\n";

sleep(10);

echo "Script finished at " . date(’V-m-d H:i:s') . "\n";
v

How It Works:

» The script checks if /tmp/checkbill.lock exists and if its modification time ( filemtime() ) is within

a reasonable threshold (e.g., 5 minutes).
« If the lock exists and is recent, the script exits, preventing another execution.
* If the lock doesn't exist, the script creates it and proceeds.

* register_shutdown_function() ensures the lock file is removed, even if the script exits

unexpectedly.

Handling Edge Cases:

1. Script Crash or Fatal Error: If the script crashes o is forcefully terminated, the lock file may not be

deleted. To mitigate this:

® Useatimestamp check to detect stale locks (e.g., if the lack is older than 5 minutes, assume the

script failed).
* Implement logging to monitor script crashes.

2. Server Restart: Lock files are typically stored in /tmp/ , which is cleared after server restarts.
Consider an alternative persistent directory if necessary.
3. Long-Running Scripts: If your script frequently runs longer than the cron interval:
* Increase the cron interval. v

* Optimize the script for faster execution.

* Process data in smaller batches.

Alternative Approach: Using flock()

flock() provides an exclusive lock on a file descriptor, which is more robust:
php O Copy

<2php
$lockFile - fopen('/tmp/checkbill.lock’, *c');

if (!flock($lockFile, LOCK_EX | LOCK NB)) {
echo "Script is already running. Exiting.\n";

exit;

sure

register_shutdown_function(function() use ($lockFile) {
flock($lockFile, LOCK_UN);
fclose($lockFile);

bH



echo "script running...\n";
sleep(18); // S or

echo "Script finished.\n";

* LOCK_EX requests an exclusive lock.

* Lock_nB makes the call non-blocking (exit immediately if the lock isn't available).

Final Thoughts:

Using a lock file or flock() will prevent multiple instances of your script from running concurrently,
protecting data integrity and reducing server load. Given your cron setup of every 3 seconds, it's crucial

to avoid overlaps to maintain system stabil

Would you like to explore improving script performance or adjusting cron intervals?

what about java i am useing database oracle?

Using Java with Oracle Database for your scenario could be a great choice, especially for handling
concurrency, performance, and reliability in high-load situations like yours. Here's why Java might be a

better fit and how you can structure your system:

Advantages of Java for Your Scenario:

. Concurrency Handling:
Java has robust support for multi-threading and asynchronous programming. You can use Java's

ExecutorService or CompletableFuture for handling concurrent HTTP requests efficiently.

2. Performance:
Java generally performs better than PHP for long-running processes and high-concurrency tasks
due to its compiled nature and efficient thread management.

3. Database Integration:
Java's JDBC API offers excellent suppert for Oracle Database, enabling efficient and secure
database operations.

4. Error Handling and Logging:
Java's structured exception handling allows precise error management. You can use libraries like
Logdj or SLF4J for comprehensive logging.

5. Scheduled Tasks:
Java provides robust scheduling capabilities with Quartz Scheduler or
java.util.concurrent.ScheduledExecutorService, eliminating the need for cron.

6. Connection Pooling:
Use HikariCP or Apache DBCP for efficient dat |, 'e connection pooling, reducing overhead and
improving performance.

7. High Availability:

Java's threading and asynchronous features ensure that your system remains responsive, even

under high load.

Java Implementation Overview:

1. HTTP Request Handling (Multi-threaded Approach)

You can use Java's ExecutorService to send multiple concurrent HTTP requests:

Jjava @ Copy

import java.net.http.*;
import java.net.URT;

import java.util.concurrent.*;

public class BillingRequestHandler {
private static final HttpClient client = HttpClient.newHttpClient();

public static void sendConcurrentRequests(ListcString> requestData) throws InterruptedExce

ExecutorService executor - Executors.newFixedThreadPool(1ee);

List<CompletableFuture<HttpResponse<String»>> futures = new ArraylList<»();

for (String data : requestData) { V¥

CompletableFuturecHttpResponse<Strings> future = CompletableFuture. supplyAsync(()

HttpRequest request - HttpRequest.newBuilder()

.uri(URL. create("http://192.168.10@.38/biller_api/ORG_CODE/checkbill.|

_header("Content-Type”,
_POST(HttpRequest . BodyPublishers . ofString(data))
.build();

"application/json”)

try {

return client.send(request, HttpResponse.BodyHandlers.ofString());
} catch (Exception e) {

e.printStackTrace();

return null;
}

}, executor);

futures.add(future);




3.

Jjava

LuLures . TurESLIL UL <2
try {
HttpResponse<Strings response = future.get();

/ Process respon

} catch (Exception e) {
e.printStackTrace();

1

executor. shutdown();

2, Database Operations with Oracle (JDBC)

Use JDBC to connect and update Oracle:

& Copy

inport java.sql.*;

public class DatabaseHandler {

private static final String DB_URL = "jdbc:oracle:thin:@your_db_host:1521:0rcl”;
private static final String DB_USER = "your_user”;

private static final String DB_PASS = "your_password";
public static Connection getConnection() throws SQLException {

return DriverManager.getConnection(DB_URL, DB_USER, DB_PASS);

public static void updateCheckBillstatus( W ing orgCode, String conversationID, String re
string sql =

"UPDATE check_bill SET result_code = ?, message =

2 WHERE org_code = 2 Al

try (Connection conn = getConnection();

PreparedStatement ps = conn.prepareStatement(sql)) {

ps.setString(1, resultCode);
ps.setString(2, message);
ps.setString(3, orgCode);

ps.setString(4, conversationID);

Bl

.executeUpdate();

(Quartz Schedul l

P

Quartz provides fine-grained control over job scheduling:

Java

& Copy

import org.quartz.*;

import org.quartz.impl.StdSchedulerfactory;

v

public class BillingJobScheduler {

public static void main(String[] args) throws SchedulerException {
JobDetail job = JobBuilder.newJob(BillingJob.class)
.uithIdentity("billinglob™)
.build();

Trigger trigger

= TriggerBuilder.newTrigger()
.uithSchedule(SimpleScheduleBuilder. simpleSchedule()
.withIntervalInseconds(3)

.repeatForever())

.build();

Scheduler scheduler = StdSchedulerFactory.getDefaultScheduler();
scheduler.start();

scheduler.scheduledob(job, trigger);

public class BillingJob implements Job {

@override
public void execute(JobExecutionContext context) {

DB, send HTTP

'/ Fetch requests fro

Benefits Over PHP Cron Approach:

1. Efficient Resource Management: Java's thread pooling avoids the overhead of creating new

2,

3.

4. Scalability: Java handles higher concurrency without sig
5.

6.

. Graceful Failure Handli

Robust Scheduli

threads every 3 seconds.

g: Catch and handle exceptions precisely without crashing the application.

. Asynchronous Requests: Non-blocking HTTP requests improve responsiveness and system
throughput.

icant performance degradation.

: Quartz provides precise and fault-tolerant scheduling compared to cron.

Better Database Handling: Connection pooling and prepared statements optimize Oracle database
interactions.



Final Thoughts:

Given your need for high concurrency, real-time processing, and Oracle integration, Java is an excellent
choice. It offers superior performance, scalability, and control over execution and database interactions.

With Java, you'll have a more robust, maintainable, and efficient system.

Would you like assistance with setting up the Java project, JDBC configuration, or any other aspect?

v

how it will run?

To run the Java solution I've suggested, you'll need to follow a series of steps. I'll break it down for you
in a clear and manageable way:
Step 1: Set Up the Java Project

1. Install Java Development Kit (JDK):

e« Download and install JDK (preferably JDK 11 or newer) from the Oracle website or you can use

OpenJDK.
* Ensure that java and javac commands are available in your system's PATH.
2. Install Apache Maven (Optional but recommended):

* Mavenis a build automation tool, which will help manage dependencies like Quartz and Oracle
JDBC.

* Download and install Maven from here.

* Ensure mvn is available in your PATH.

Step 2: Create a Maven Project (if using Maven)
If you're using Maven to manage your project, you'll need to set up a basic Maven project structure:

1. Create a new project directory:

bash & Copy

mkdir BillingRequestProcessor

cd BillingRequestProcessor

2. Generate a Maven project using the following command (this will create a basic Maven project
with necessary directories):

bash 6 Copy

mvn archetype:generate -DgroupId-com.billing -DartifactId-BillingRequestProcessor -Darche

cd BillingRequestProcessor

3. Modify pom.xml for Dependencies: Open pom.xml and add the dependencies for Quartz
Scheduler, Oracle JDBC Driver, and HttpClient (if you're using Maven). Add the following inside the

<dependencies> tag:
xml @ Copy

<dependencies>

<dependency>
<groupTd>org.quartz-scheduler</groupTd>
<artifactId>quartz</artifactId>
<version>2.3.2¢/version>

</dependency>

N
<groupId>com.oracle.database. jdbc¢/groupId>
<artifactld>ojdbes</artifactIds

<dependency>

<version>19.8.8.08</version>

</dependency>

<dependency>
<groupTd>org.apache.httpcomponents</groupTd>
<artifactId>httpclient</artifactId>
<version>d.5.13</version>

</dependency>

<dependency>
<groupIddorg.slfaj</groupld>
<artifactld>slfdj-api</artifactlds
<version>1.7.3@</version>

</dependency>

<dependency>
<groupId>org.slfaj</groupld>
<artifactld>slf4j-simple</artifactld>
<version>1.7.38</versien>
</dependency>

</dependencies>

4. Build the project: Run the following command |, fownload all the dependencies and compile the
project:

bash & Copy

mvn clean install

Step 3: Implement the Code

Once your project is set up, create the Java classes for handling concurrent requests, database

operations, and scheduling.



1. Create the BillingRequestHandlerjava Class for handling HTTP requests:

* This class will handle sending multiple HTTP requests concurrently using ExecutorService.
2. Create the DatabaseHandler.java Class to interact with the Oracle database:

* This will use JDBC to insert/update records in your Oracle database.

3. Create the BillingJobSchedulerjava Class for scheduling the task using Quartz.

Here's an example folder structure:
bash & Copy

B111ingRequestProcessor/
|

b— srcr

| L main/

| L javas

| L con/ +

| L— billing/

| |— BillingRequestHandler.java
| |— patabaseHandler.java

| |— BillinglobScheduler.java

| L pillinglob.java

}— pon.xml

Step 4: Running the Application
1. Start the Quartz Scheduler:

® Run the main class BillingJobscheduler.java to start Quartz. This will trigger your job every 3

seconds (or the interval you configure).

* Torun it from the command line, navigate to your project directory and run:
bash & Copy

c:java -Dexec.mainClass="com.billing.BillinglobScheduler"

Note: You need to have a log4j.properties or slfdj-simple.jar file in your classpath for logging

(this is optional but recommended for debugging).
2. Quartz Job Execution:

* The Quartz scheduler will run the BillingJob every 3 seconds (as per the schedule in
BillingJobScheduler.java ).

+ Inside the BillingJob, you can make HTT" | quests, interact with the Oracle database, and

log responses.

Step 5: Monitoring and Debugging
o Use logging (via SLF4J or Logdj) to monitor what's happening in each step.
* Check the logs to verify:
* HTTP request results (success/failure).
* Database operations (insert/update).
* Any exceptions or errors that occur.
If you encounter errors or need to track certain parts of the system (e.g., HTTP requests or database

updates), you can adjust logging levels in logdj.properties or logback.xml to output more detailed

logs.

Step 6: Running the Program in Production
Once you're confident that the system works locally:
1. Setup a production environment:
* Deploy the application on a server (e.g., AWS, Azure, or your internal server).

 Use a process manager like Apache Tomcat, Systemd, or Docker (if packaging the app in a

container) to ensure the Java process keep ), ‘nning
2. Scheduler:

* Instead of cron, Quartz handles scheduling directly within the Java program, meaning you

don't need to worry about external cron jobs.

Step 7: Ensuring High Availability (HA) and Scalability

1. Database Connection Pooling:

* Ensure you use a connection pool (e.g., HikariCP) to manage database connections efficiently.
2. Thread Pool:
* You can configure the ExecutorService thread pool to dynamically scale based on load.

3. Job Failures:

* Make sure to handle job failures (e.g., retry logic) in your Quartz job if HTTP requests or DB

operations fail.
4. Monitoring and Alerts:

* Integrate health checks and alerts (e.g., using Prometheus, Grafana, or other monitoring tocls)

to ensure everything is running smoothly in production.

Example of Running the Application:
After setting up everything:

1. Start the Quartz Scheduler.



o

. The BillingJob will be executed every 3 seconds, sending requests, processing responses, and

updating the Oracle database.

w

Monitor the logs to ensure that the job completes successfully.

~

. If needed, optimize or scale the solution for better performance.

Final Notes:

* The Java program will keep running continuously, and every 3 seconds, Quartz will trigger the

BillingJob , handling multiple HTTP requests concurrently.
+ This setup will allow you to scale easily by adjusting thread pools, database connections, and
Quartz job configurations as the system grows.
Would you like more details on any specific part, like configuring Quartz, handling database operations,

or scaling the system?
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what will be the output like exe file or console file

When you build and run a Java application, the output can vary depending on how you package and
execute it. Here's how it works for the Java solution we're discussing:
1. Java Console Application

By default, Java applications are console-based. When you execute the Java program, the output will be

displayed in the console (terminal or command prompt).
Execution Flow:
* Start Quartz Scheduler: Qutput indicating the scheduler is running.

* Every 3 Seconds: Quartz triggers the BillingJob, which processes HTTP requests, logs responses,

and updates the Oracle database.

* Logs & Output: Information about the execution, errors, HTTP responses, and database interactions
are printed to the console.

Example Console Output:

yaml B Copy

[INFO] 2025-83-19 12:00:80 - Quartz Scheduler started.

[INFO] 2025-03-19 12:00:03 - Billing job started.

[INFO] 2025-03-19 12:60:03 - Sending request for CONVERSATIONID: 12345

[INFO] 2025-83-19 12:80:04 - Response receive” “or CONVERSATIONID: 12345 - ResponseCode: 200,
[INFO] 2025-83-19 12:00:04 - Database updated .or CONVERSATIONID: 12345

[INFO] 2025-03-19 12:00:06 - Billing job started.

[ERROR] 2025-83-10 12:00:86 - Error sending request for CONVERSATIONID: 67800 - Timeout

2. Creating an Executable JAR File

Java programs are typically packaged as JAR (Java ARchive) files, which can be executed on any system

with the Java Runtime Environment (JRE) installed.

Steps to Create a JAR:

1. Build the Project:

bash & Copy

mn clean package

& This generates a JAR file in the target/ directory, e.g., BillingRequestProcessor-1.8-

SNAPSHOT. jar

2. Run the JAR:
bash & Capy

v
java -jar target/BillingRequestProcessor-..d-SNAPSHOT.jar

* The program runs, and output is shown in the console.

3. Creating a Standalone Executable (EXE for Windows)
If you need a native .exe file for Windows:
Using Launchd4j (for Windows):
Launchdj wraps Java applications as Windows executables
1. Download and install Launch4j.
2. Create a configuration:
o Specify the JAR file { BillingRequestProcessor-1.8-SNAPSHOT . jar ).
e Define the main class ( com.billing.BillingJobScheduler ).
3. Build the executable, producing BillingRequestProcessor.exe .
4. Run the EXE:

bash & Copy

BillingRequestProcessor. exe



Output behaves the same as the console applic o

4. Creating a Linux Executable (Script)
Since you're using Linux, you can create a simple bash script to execute the Java application:
1. Create a script ( runBillinglob.sh )
bash & Copy
#!/bin/bash
java -jar /path/to/BillingRequestProcassor-1.8-SNAPSHOT. jar
2. Make the script executable:
bash & Copy

chmod +x runBillingJob.sh

3. Run the script:

bash O Copy

./runBillingJob.sh

5. Running as a Service (Linux)
For production, you can set up your Java application as a Linux service using systemd:

1. Create a service file ( /etc/systemd/system/billingprocessor.service ):
ini 8 Copy

[unit]
Description-Billing Request Pracessor Service
After-netuwork. target

ExecStart-/usr/bin/java -jar /path/to/BillingRequestProcessor-1.8-SNAPSHOT.jar
SuccessExitStatus=143
Restart=on-failure

RestartSec=10

[Install]
WantedBy=nulti-user.target
2. Enable and start the service:

bash 6 Copy

sudo systemctl enable billingprocessor
sudo systemctl start billingprocessor N3
3. Check service status:

bash 6 Copy

sudo systemctl status billingprocessor

6. Logging to a File

Instead of logging to the console, you can direct logs to a file using SLF4) with Logback or Log4j:

Example logback.xml Configuration:

xml 8 Copy

<configuration>
<appender name-"FILE" class-"ch.qos.logback.core.FileAppender™>
<File>/var/log/billingprocessor.log</file>
<append>true</append>

<encoder>

<pattern>ka{yyyy-MM-dd HH:mm:55} %-Slevel %logger{36} - %msgkn</pattern>
</encoder>

</appender>

<root level="info">
<appender-ref ref="FILE" />
</root>

</configuration>

Logs will be written to /var/log/billingprocessor.log, giving you persistent logs for troubleshooting

and monitoring.

Summary:

* Console Output: Default, useful for development and testing.

* JAR File: Standard Java packaging for deployment.

* EXE File (Windows): Opticnal, using Launchdj.

* Linux Script: Simple bash script for execution.

* Linux Service: Using systemd for production-grade service management.

» Logging to File: Useful for monitoring in production.



For your Linux environment, running the JAR as a systemd service with logs directed to a file would be

the most rebust and preduction-ready approach.

Would you like to dive deeper into setting up any of these environments?
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